Industrial Router
for M2M Applications

The best router solution for your application

Transportation and
security
Direct network access to vehicles
and GPS locating

Construction machines
Control of construction machines
and video monitoring

Payment stations – ATM/
Self-service terminals
Secure networks to points of sale
and information systems

MC Tech fulfills challenging
customer requirements ....
Construction machines are moved around to different locations
and must always be ready for use. Cranes, for example, are
thus fitted with networked mini-computers which control and
monitor them. For the operators it is crucial that they are able
to monitor the machines’ operating status continuously, also
remotely, and at changing locations. Over and above this, vandalism on building sites is a serious problem. Remote monitoring
must thus also provide an option for visual observation of the site.
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Industrial automation
Remote management of industrial
control systems and computers

Energy and natural
resources

Meteorology, alarm &
warning systems

Remote monitoring of power
plants, water treatment facilities,
wind and solar installations and
pumps

Monitoring of weather data and
geophysical data

... using one simple solution.
The mobility of the machines makes the use of a wireless solution
via a mobile network the ideal option for such applications,
not only because of the high degree of network coverage.
MC Technologies routers are able to provide protected, reliable
network connections to machines via mobile networks and the
Internet. Just as if the machines were located within the
operator’s local network. Our routers are able to secure the
connection independently thanks to integrated mechanisms.
The use of two SIM cards in the router ensures higher network
availability as required. In addition to this, IP cameras can
easily be connected to the router. This allows visual observation
of the building site parallel to data communications. It not only
sounds simple; it is simple.
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Our products … Your benefits

• High quality ”Made in Germany” – Development, manufacturing
and assembly from one source
• Compatible with all mobile network standards
• Highly secure thanks to integrated firewall, IPsec and OpenVPN technologies
• Modular concept – Wide range of products on the same HW/SW platform
• Customer-specific modifications/add-ons possible
• Continuous further development based on cutting edge technologies
• Suitable for industrial applications – Robust aluminium housing;
expanded temperature range; long availability
• Compact design for rail mounting
• Low power consumption
• All accessories already included out of the box
• Compatible with MC USV (interruption-free power supply)
• Optionally also as an end-to-end solution including private network and portal

NEW
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Technical highlights

Configuration via Web interface and
XML file
Routers are equipped
with an integrated Web
interface for configuration via an Internet
browser. This task can
be carried out using either a PC with an Ethernet connection or via the
remote data connection. The completed configuration
can, furthermore, be saved as an XML or CFG file. In
addition to this, we provide a machine configuration
option allowing the XML file to be imported via the
integrated socket server or a connection to a USB
stick. The standard Web interface port (Port 80) can
be replaced by any other port, as required.

Dual SIM – High availability thanks
to the use of two mobile networks plus
protection against vandalism
Our routers are equipped with two SIM card holders.
The primary SIM card is located on the front of the
device; the second one is in the housing and can
only be accessed by removing the housing’s rear
cover. This has the following advantages:
1. Redundancy – Using SIM cards from two different
network operators means that, should there be a
disruption or one of the networks is unavailable, the
router can automatically switch over to the second
SIM card and thus to a second mobile network. This
guarantees high redundancy and/or additional network coverage.
2. Vandalism – The internal holder offers protection
of the primary card against theft.

Highly stable connections via
”Connection Check” and ”Daily Reboot”
Our routers are designed to independently maintain
the connection to the mobile network. They are
equipped with additional mechanisms for this purpose:
1. Daily Reboot – Experience has shown that a
cyclical reboot of the router including reconnection at
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a non-critical time (e.g. during the night) has the
effect of optimizing connections within sensitive
mobile networks.
2. Connection Check – A connection
check – i.e. a ”ping” to a highly
available IP address on the Internet
– can be used to monitor the Internet
connection and, where necessary, to
trigger a reboot, reconnect or relogin.

Extensive SMS and email functions
In addition to data connections MC routers can also
transmit and receive SMS messages or emails.
Establishing a packet data connection via SMS
Some users do not want an ”always on” router
connec tion, but instead want the packet data
connection to be remotely established as required.
MC routers can be ”woken up” using dedicated SMS
commands before setting up a pre-configured packet
data connection.
Signals / Alarms
For service purposes, the router can send status reports to multiple recipients (service technicians) via
SMS or email. Control signals on the digital router’s
digital input can trigger the transmission of alarm or
status reports.
SMS and email gateway
End devices connected to the router can transmit
SMS messages or emails and receive SMS messages
via the router. This is achieved by
integrating a message in the corresponding direction into an XML file which is
then transmitted via the router’s socket
server. The router can also receive SMS
messages, ”pack” them into XML files and forward
them to the connected end device’s socket server.
The router thus functions as a message gateway via
the mobile network.

DynDNS if no fixed IP address is
available
Routers frequently lack a fixed Internet IP address
which can be used to contact them. Instead the
network operators assign them temporary IP addresses. In such cases you will require a so-called
DynDNS service (Dynamic Domain Name Service,
DDNS). This service makes it possible
to contact the router from the Internet
via a domain name, even if it has only
a temporary public IP address. The
router is equipped with an integrated
DynDNS client to facilitate the use of
such services. Mainstream DynDNS service providers
have been pre-configured in the router. Additional
service providers can be configured manually.

Secure connections via VPN
VPN tunnels (Virtual Private Network) are used to
facilitate secure data transmissions via mobile networks and the Internet as well as also to connect
local and more distant networks. MC routers support
standard IPSec (up to 8 tunnels simultaneously) as
well as OpenVPN encryption technologies, thus making
them compatible with almost all
standard routers. Depending on the
procedure used, authentication can
be carried out via certificates or ”user
name / password”. MC Technologies
also offers its own, competitively
priced LAN/WAN router (MC-LRS)
with an integrated OpenVPN server
for use in communications centres.
Since all MC routers use the same platform optimum
performance is a given.

1:n NAT for unconventional router
network structures
Our routers can realize a 1:1 NAT by default – e.g. in
the case of a network connection via an IPSec tunnel.
This means that a range of external IP addresses is
”translated” into a range of internal IP addresses of
the same size:

1:1 NAT example
172.22.9.129 => 172.16.14.100
172.22.9.130 => 172.16.14.101
172.22.9.131 => 172.16.14.102
etc.
In addition to this, MC routers support a 1:n NAT.
This means that when external IP addresses are
translated into internal ones they do not have to
be assigned in a sequence but instead can also be
assigned individually as desired. This method is
advantageous if the router is being used to address
IP devices from different network segments.
1:n NAT example
172.22.9.129 => 172.16.14.100
172.22.9.130 => 172.16.14.150
172.22.9.131 => 172.16.18.100

Virtual serial RS232 or RS485
connection
In addition to their standard function our routers
include an option for setting up a long-distance virtual
COM port connection to facilitate remote access to
end devices with a serial interface. Many MC routers
(see overview on page 15) can be supplied with
an optional RS232 or RS485 interface for such
applications.

Using a virtual COM port driver (client software on
the PC), a TCP/IP connection to the router and a
serial connecting cable to the router’s X1 port a serial
data connection can be simulated over long distances.
PC applications can thus communicate with a device
connected to the serial interface (X1) in the same
way as if it were directly connected to the PC’s serial
COM port.
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PMRL mobile router series highlights

Individually programmable for your application with
universal interfaces and features
• LINUX – The OpenWrt Linux operating system allows own scripts and programmes to be added so that the
router can, for example, be used as a software SPS.
• VLAN – Every Ethernet port can be individually configured, allowing multiple virtual LANs (VLAN) to be set up.
• GSM modem – Can be flexibly fitted with mobile modules from varying manufacturers for 3G (HSPA)
or 4G (LTE) operation in different regions.
• WLAN – Can be operated as an access point or a client. Wireless hotspot functionality.
• GPIO – 8 digital inputs; 4 digital outputs (solid state relays) and 4 analog inputs (2 x voltage, 2 x current);
remotely controllable or can be used to transmit alerts via SMS or email. Freely programmable for customer
applications.
• RS232 and RS485 – Interfaces for serial data transmission over IP.
• AUX – Prepared for future hardware extensions via AUX
interface on the back of the device.
• Flash memory – MicroSD card to record data requiring
large amounts of memory.
• PCIe – Additional mini PCIexpress socket allows memory
or module extensions.
• USB – Free use and programming of the USB host
interface for specific customer applications running on
Linux.
• Watchdog – Controller and GSM module are watchdog
monitored, where required automatic reboot after malfunctions.

NEW
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MC PMRL

Programmable
Mobile Router
Ethernet
3 LAN (1 with PoE out)

GPIO

Watchdog

GSM Modem
3G 4G

GPS

8 IN, 4 OUT, 4 Analog IN

Controller

and Glonass

Serial

Linux
OpenWrt

WLAN

RS232 and RS485

USB Host
USB 2.0

Flash

RAM

2.4 and 5 GHz

Flash
microSD

AUX

Power

PCIe Slot

I2C and GPIO

10 to 55 V DC

PCIe devices
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All connections at a glance

MC PMRL Front

Antennas
Mobile network

Antennas
WLAN

Power – board connector (10 – 55 V)
USB, application programmable
Ethernet 1

Ethernet 2
GPIO
· 8 IN
· 4 OUT (SSR)
· 4 analog IN

Ethernet switch/VLAN

Ethernet 3
PoE (PSE)
RS232 and RS485

MC PMRL Back
AUX interface
for extensions
· I2 C
· GPIO
· 5V
· 3.3 V

Reset/Configuration button

Rail bracket

SIM card
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MicroSD card

MC MRH

Main antenna

I/0 – Remote switching,
triggering of events
USB – Configuration, LOG files

Diversity antenna

Serial – RS232, RS485 (optional)

Ethernet 1
Ethernet switch
Ethernet 2

Power – Via MC power adaptor (12 V)
GPS antenna
(optional)

Power – Board connector (8 – 30 V)

MC MRL-4

Main antenna

I/0 – Remote switching,
triggering of events
USB – Configuration, LOG files

DIV/MIMO antenna

Ethernet 1
Ethernet 2
Ethernet switch
Ethernet 3
Ethernet 4
Power – Board connector (10 – 55 V)
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Accessories

MC USV – Rechargeable power supply
for uninterrupted operation in case of
a power failure
• Power supply to the router for several hours
in the event of a power failure
• Signalling of power failure to the router for
alarm notifications by SMS or email
• Input voltage 12 – 30 V
• Output voltage 24 V

Antennas
MC0114520

MC0114530

LTE/UMTS/GSM MiMo
Indoor antenna

LTE/UMTS/GSM
Magnetic indoor antenna

MC0114009-UMTS/LTE

MC0114078-Q/LTE

LTE/UMTS/GSM
Antenna for outdoor installation;

LTE/UMTS/GSM
Antenna for outdoor installation;
ideal for cars, trucks or
automatic pay stations;

incl. wall bracket;
IP65 protection class
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IP69 protection class

Antennas

LTE/MIMO/UMTS/GSM/GPS quality
antennas and accessories
Whether UMTS or LTE, magnetic foot or wall-mounted – in combination with our range of adapters and
connectors, the quality antennas in our Smart Collection series ensure consistently optimum transmission
and reception conditions.

MC0114539

MC0114237-LTE

LTE/UMTS/WLAN/ISM/GSM MiMo
Antenna for indoor/outdoor
installation

LTE/UMTS/GSM
Magnetic indoor antenna

Wall, mast and table installation
IP65 protection class

MC0114078-MIMO

MC0114526

LTE/UMTS/GSM MiMo
Antenna for outdoor installation

LTE/UMTS/WLAN/GSM
Multiband antenna for indoor/
outdoor installation

ideal für cars, trucks or automatic
pay stations

Incl. wall bracket

IP69K protection class
nnas see our
For more ante
line:
catalogue or on
nologies.net
www.mc-tech
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VPNGate

The MC Technologies VPN solution for your remote maintenance, monitoring, networking and alarm applications
VPNGate allows you to connect MC Technologies router or your PC to your VPN in just a few simple steps. As
a result connected network devices such as SPS, IP cameras, IP displays and sensors can be directly accessed
via all networks. A simple and cost-effective solution!
VPNGate generates all the necessary certificates and automatically configures the connected devices. Your VPN
is managed via a secure Web portal, where you can create groups and users; assign them rights and devices and
monitor all access. This makes it possible to represent your company’s entire organization by simply using ”drag
and drop”.
You decide who is allowed what access to your devices. The only operating precondition is that your devices are
connected to the Internet. No expensive private APN’s; no public IP addresses; no roaming charges; no contractual commitment to a mobile network operator.
•
•
•
•
•
•
•
•
•

Multi-client enabled system, freely scalable
High availability thanks to redundant servers in Germany
Highest degree of security thanks to certificate-based VPN connections and firewall
Automatic creation and up-dating of certificates
Simple administration via the Web portal, secure access via HTTPS
Routing right up to your network components
Hierarchical group structure
You define group and user rights
MC Technologies industrial routers are configured fully automatically

VPN SERVICE PORTAL
for your industrial M2M application
Mobile Net
wo
G 4G
3
rk
G
2
VP

N

@

N

VP

HTTPS

VPN

MC VPNGate
VP

N

N

VP

D S L / LA N
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Feature comparison

MC LR
Client

MC LR(S)
Server

MC LR-4
Client

MC MRE
EDGE

MC MRH
HSPA+

MC MRL
LTE

MC MRE-4
EDGE

X

X

X

X

X

MC MRH-4
HSPA+

MC MRL-4
LTE

MC PMRL
LTE

NETWORK TECHNOLOGY
GPRS/EDGE (mobile)

X

UMTS/HSPA+ (mobile)
LTE (mobile)
WAN

X

X

X

X

X

X

X

X

X
X

X

X

X

WLAN

X

COMMUNICATION INTERFACES AND EXPANSIONS
Ethernet 10/100 1 LAN Port plus 1 WAN Port

X

X

Ethernet 10/100 3 Port Switch plus 1 WAN Port

X

Ethernet 10/100 3 Port Switch/VLAN

X

Ethernet 10/100 2 Port Switch

X

Ethernet 10/100 4 Port Switch

X

X

X

X

X

X

X

X

X

WLAN to IEEE 802.11n., 802.11bg 150 Mbit/s
USB Host

X
X

X

X

X

X

X

RS232

optional

optional

optional

optional

RS485

optional

optional

optional

optional

X

X

X

optional

optional

X

X

GPIOs (1 x IN /1 x OUT)

X

X

X

X
X
X

X

X

X

X

optional

optional

optional

X

X

GPIOs (4 x analog IN/ 8 x digital IN / 4 x digital OUT (SSR))

X

GPS Receiver
DESIGN, DIMENSIONS, SIM, ENVIROMENTAL
Metal Housing (44 x 105 x 84 mm)

X

X

X

X

X

Metal Housing (44 x 105 x 124 mm)

X

1 x SIM Card

X

2 x SIM Card

X

X
X

X

X

X

X

Antenna RX Diversity/MIMO
Power Supply: 8 V – 30 V DC

X

X

Power Supply: 10 V – 55 V DC

X

X

X

X

X

X

X

X

X

X

Power over Ethernet (PSE)

X

X
1 Port

Operating temperature: -25° C to +70° C

X

X

X

X

X

X

X

X

X

X

Storage temperature: -40° C to +85° C

X

X

X

X

X

X

X

X

X

X

Relative humidity: 5 % TO 95 % (non-condensing)

X

X

X

X

X

X

X

X

X

X

DIN Holder TS35/TS32

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

FUNCTIONS
Linux OpenWRT (programmable)
Linux

X

SSH

X

X

X

X

X

X

X

X

X

X

IPsec (DES, 3DES, AES, MD5, SHA-1, DH2, DH5)

X

X

X

X

X

X

X

X

X

X

OpenVPN Server

X

OpenVPN Client

X

X

X

X

X

X

X

X

X

X

Authentification (X509, certificate, pre-shared key, password)

X

X

X

X

X

X

X

X

X

X

Firewall

X

X

X

X

X

X

X

X

X

X

Local HTTP/HTTPS

X

X

X

X

X

X

X

X

X

X

SNMPv1/v2

X

X

X

X

X

X

X

X

X

X

DHCP Server/Client

X

X

X

X

X

X

X

X

X

X

DynDNS

X

X

X

X

X

X

X

X

X

X

NTP Server, NTP Client

X

X

X

X

X

X

X

X

X

X

E-Mail: SMTP/SMTPS

X

X

X

SMS Control & Gateway
Remote configuration and firmeware update

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

For more information about M2M applications, wireless modules
& accessories (antennas; individual adapters), cables according,
connectors, measurement and testing technology visit our homepage:
www.mc-technologies.net
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MC Technologies GmbH
Kabelkamp 2
30179 Hannover, Germany
Tel: +49 511 67 69 99 - 0
Fax: +49 511 67 69 99 - 150
Web + Shop: www.mc-technologies.net
Email: info@mc-technologies.net

Company profile
We are a leading European provider of
innovative solutions for:
• Machine-to-machine (M2M) hardware and
end-to-end solutions
• GSM/GPRS/UMTS/HSPA+/LTE/GPS modules,
terminals, routers and industrial computers
• Short range modules
• Customer-specific cable assemblies
• Connectors for industry
Thanks to our many years of experience
we can offer:
• A wide, competitively priced product range based
on German quality standards
• Design and development of the optimum solution
specifically tailored to your application
• Competent technical advice for product selection
and design-in
• Quick, professional implementation of all accompanying commercial and logistical processes
• Comprehensive service concepts for our products
and solutions
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